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financial institution and a 

private or juridical person when a password, etc., 
which authenticates the 

transaction is wrong acquired by a third person and 
also to prevent the third 
person from using wrong the contract and 
transaction information on the IC 

cards including the contactless one, etc., of the 
third person. 

SOLUTION: In this authentication method/system, 
a password is inputted for 

execution of a transaction and at the same time the 
pressure pattern data 

corresponding to the inputted characters are 
collated with the pattern data 

which are previously registered via a keyboard 
consisting of a pressure sensor 

such as a piezoelectric element, etc. Thus, it's 
possible to prevent the wrong 

transaction of a third person who acquired wrong a 
password and also to erase 

the data by sending a data erasing program to an IC 
card from the outside by 
radio or the infrared rays . 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The authentication approach and the whole system schematic diagram of the financial 
transaction of this invention which consist of a financial transaction terminal, an authentication system, 
a network, and an IC card. 

[Drawing 2] The equipment configuration of said financial transaction terminal. 
[Drawing 3] The equipment configuration of said authentication system. 
[Drawing 4] The equipment configuration of said IC card. 

[Drawing 5] It is the processing flow which receives the contract information on IC card data, measures 
input-statement character data and alphabetic character input-control -pressure data to a dealings demand 
to a financial transaction terminal, and is transmitted to an authentication system. 
[Drawing 6] It is the processing flow carry out retrieval collating in the password and pressure pattern 
data attest a dealings person based on the dealings demand from said financial transaction terminal 1 and 
the contract information on a dealings claimant, and the contract information on the dealings claimant 
which receives the pressure data to an alphabetic character input, and is registered beforehand, and 
answer a letter in an authentication result (dealings authorization, dealings refusal, unfair-dealings 
decision) to said financial transaction terminal 1. 

[Drawing 7] When the authentication result from said authentication system 2 is received, dealings 
activation or a dealings refusal message, and re-password input directions are displayed on a dealings 
claimant and it is judged as an unfair-dealings person, it is the processing flow which transmits the 
program which eliminates the data which an IC card memorizes. 

[Drawing 8] It is a processing flow in the C card which receives and memorizes a data elimination 
program from said financial transaction terminal 1, and performs data elimination. 
[Drawing 9] It is the example which shows the contact condition at the time of the alphabetic character 
input of the input section of said financial transaction terminal 1, and the dealings claimant of an input 
keyboard and an input keyboard. 

[Drawing 10] It is the example of the contract information with which the dealings claimant which 
memorizes to said IC card 3 and transmits to a financial institution terminal at a dealings demand makes 
a contract of a financial institution and dealings. 

[Drawing 11] It is the example of the input password of a dealings demand, and the data of input- 
control -pressure data transmitted to said authentication system 2 from said financial transaction terminal 
1. 

[Drawing 12] In said authentication system 2, it is the example of a collating agency password and a 
pressure pattern data table which is collated with the dealings requested data received from said 
financial transaction terminal 1 and which is registered beforehand. 

[Drawing 13] In said authentication system 2, it is the example of the collating resulting table of the 
dealings requested data received from said financial transaction terminal 1, the collating agency 
password registered beforehand, and a pressure pattern data table. 

[Drawing 14] In said authentication system 2, it is the example of the count count table of an error of the 





http://www4.ipdl.ncipi.go.jp/cgi-bin/tran_web_cgi_ejje 



6/9/05 



JP,1 1-212923 ,A [DESCRIPTION OF DRAWINGS] 



Page 2 of 2 



unfair-dealings decision which counts the count of an input error to the dealings demand from said 
financial transaction terminal 1 performed repeatedly. 

[Drawing 15] It is the example of data of the authentication result which answers a letter from said 
authentication system 2 to said financial transaction terminal 1. 

[Drawing 16] In said IC card 3, it is the example of the dealings data table in which data elimination is 
carried out by the data elimination program received from said financial transaction terminal. 
[Drawing 17] It is the example which sets up the permission data range based on the upper limit and 
minimum which set up the regression line based on the pressure data of the time series of the data of 
past dealings in said authentication system 2, and were set as arbitration from the regression line. 
[Description of Notations] 

1 — Financial transaction terminal 2 — Authentication system 3 — An IC card, 4 — Network, 1 1 — A 
control section, 12 — Input section 121 13 - Display, 14 — The data-processing section, 15 - Data 
accumulation section 16 [ — IC card interface, ] — A data test section, 17 — The transceiver section, 18 
111 [21 — A control section, 22 — Authentication section, ] — A whole control section, 1 12 — The data 
control section, 113-- Communications control section 23 — The data-processing section, 24 — The 
pattern data generation section, 25 — Authentication data accumulation section, 26 - The transceiver 
section, 27 — Alarm section 21 1 - A whole control section, 212 - Data control section, 213 — 
Communications control section 214 [ - Storage section / 33 / 3 1 1 / - Communications control 
section. / — A whole control section 3 12 — The storage control section, 313/ — The data-processing 
section 34 - Transceiver section ] - The data check section, 31 - A control section, 32 



[Translation done.] 



http://www4.ipdl .ncipi .goj p/cgi-bin/tran_web_cgi_ejj e 



6/9/05 



JP,1 1-212923 ,A [DETAILED DESCRIPTION] 



Page 1 of 5 



* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** s h ows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Customers who contract a financial transaction contract with a financial 
institution, such as an individual and a corporation, this invention to a financial transaction demand The 
pressure pattern data to the input keyboard at the time of inputting input-statement characters, such as a 
password which attests dealings, are used, the dealings demand which led the financial transaction 
terminal especially — being related — an applicable dealings person — beforehand - registration — or 
The pressure pattern data hysteresis at the time of inputting in the past is accumulated and referred to. It 
compares with the pressure pattern data to the input keyboard in the case of the dealings demand 
concerned. A dealings contractor's contract information which refused the dealings demand of the third 
person who tried to conduct unjust dealings, and was further memorized by the IC card medium which a 
third person receives unjustly and holds, It is the authentication approach and system in the suitable 
financial transaction for use in security management. [ in the electronic banking which led the over-the- 
counter transaction of the financial institution which eliminates dealings information, home banking, 
firm banking, and a transmission line ] 
[0002] 

[Description of the Prior Art] When the electronic banking which led the over-the-counter transaction of 
a financial institution, home banking, firm banking, and a transmission line performs a financial 
transaction, connecting row ****** is performing open transmission lines, such as a financial 
transaction terminal of a financial institution or a customer's financial transaction terminal, a public line, 
the Internet, and a personal computer, for the individual humanity news, the contract information, and 
the keyword which attest dealings, as the approach of preventing unfair dealings according [ an 
information system ] to spoofing when performing a financial transaction through the financial 
transaction terminal and network of a financial institution — an ID number, a password, circuit 
authentication, electronic signature, and him - there is authentication etc. 

[0003] The conventional approach like the data security method of a publication in a****** No. 61832 
[ five to ] official report In the system equipped with two or more terminal units and processors, the right 
information of use which shows available business is beforehand registered in a password for every user. 
The registered contents were compared with the password entered from the terminal when a user 
performed business, and the right information of use, and only when it judged with judging whether an 
operating processing demand is received and receiving, there was a method of performing processing 
corresponding to an operating processing demand. 

[0004] two or more lines which were able to earn the conventional approach on the electrode base like a 
personal authentication method given in a ****** No. 85276 [ seven to ] official report - there was an 
approach the fingerprint input section which consists of the contact electrode, an electrode sheet, a 
pressure-sensitive sheet, and a counterelectrode performed personal authentication by regarding the 
pressurization condition of a finger as a change in resistance, and reading contact resistance 
[0005] 
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[Problem(s) to be Solved by the Invention] The above-mentioned conventional technique cannot prevent 
unfair dealings to those who can know the password which attests dealings at the time of a financial 
transaction. In case he performs a password input for a password, a third person may be able to receive a 
password by check by looking. Or in order to prevent spoofing, consideration of easy dealings actuation 
of a dealings person, such as requiring periodical modification of a password and a complicated input 
procedure of a dealings person, was not carried out, but there was a problem that easy safe and dealings 
could not be performed. Moreover, in the personal authentication by the body description enquiry of 
compulsory robbery of a password, a fingerprint, or retina information, there were problems - the 
trauma to the body of the dealings person by the third person may be generated. Furthermore, when 
contract information, dealings information, etc. which are included a non-contact IC card and there are 
stolen, it cannot prevent the third person who is going to trade unfairly holding those information and 
using it for others. Moreover, when a data elimination program was carried in the IC card itself, there 
was a problem that data will be eliminated by malfunction. 

[0006] The purpose of this invention associates the input-statement character data at the time of a 
dealings person's dealings input, and the pressure data to an input keyboard, and is to prevent the thing 
to which a third person receives and forms a password by collating with the pressure pattern data 
registered beforehand and in which it trades unfairly more better. Moreover, by check by looking, as for 
the pressure pattern data to an input keyboard, acquisition cannot obtain a third person unjustly 
difficultly. Furthermore, when judged with unfair dealings, data elimination by malfunction can protect 
by transmitting a data elimination program for the contract information and the dealings information 
which an unfair-dealings person holds to media, such as a noncontact IC card, from the exterior, and 
making the information which an unfair-dealings person holds by performing a data elimination 
program by the data-processing section on an IC card eliminate appropriately, and transmitting a data 
elimination program from the exterior to media, such as an IC card. 
[0007] 

[Means for Solving the Problem] In order that this invention may attain the above-mentioned purpose, 
the authentication approach and system in a financial transaction of this invention In case the password 
which attests dealings is entered, input-statement character data are inputted by the input section. The 
pressure data produced by the finger part in contact with an input keyboard are measured as an 
electrical -potential-difference value by the data test section which consists of a piezoelectric device. It is 
characterized by transmitting the electrical -potential-difference value over the whole input keyboard to 
an authentication system by the transceiver section, receiving this electrical-potential-difference value 
data in an authentication system, and having the authentication section which collates the pressure 
pattern data at the time of dealings, and said pressure pattern data corresponding to the alphabetic 
character registered beforehand. 

[0008] moreover , in order to attain the above-mentioned purpose , the authentication approach and the 
system of this invention in a financial transaction carry out have the transceiver section which transmit 
and receive a data elimination program by radio or infrared means of communications , the are recording 
section which accumulate a data elimination program , and the data processing section perform as the 
description as an eliminate - contract information [ which be accumulate in an IC card ] , and dealings 
information means , when judge as unfair dealings in an IC card and a financial transaction terminal . 
[0009] In the financial transaction terminal in which it trades with a financial institution as an operation 
based on the above-mentioned means By transmitting to media, such as an IC card, when dealings are 
attested based on two or more information and the program which eliminates the data which an 
inaccurate dealings person holds is attested with unfair dealings a third person — him - it prevents that 
authentication information comes to hand unjustly, and when unfair dealings by the third person are 
prevented and it is judged as unfair dealings at the time of a financial transaction, unjust use of the 
information by the inaccurate third person can be prevented by eliminating the information on an IC 
card. 
[0010] 

[Embodiment of the Invention] Hereafter, the example of this invention is explained to a detail based on 
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a drawing. The block block diagram of the financial transaction terminal whose drawing 1 is the 
authentication approach and the whole system conceptual diagram in the financial transaction which 
shows one example of this invention and whose drawing 2 is the important section, the block block 
diagram with which drawing 3 constitutes an authentication system, and drawing 4 are the block block 
diagrams of an IC card. 

[001 1] In drawing 1 , an individual or a company with a financial institution and dealings uses 1. The 
contract information for the financial transaction which leads the shop front of a financial institution, or 
a network, Carry out transceiver management of the dealings information etc., and alphabetic data, such 
as a password entered for dealings authentication of a dealings person, and the pressure data at the time 
of an alphabetic character input are transmitted to an authentication system. The authentication result 
from an authentication system is received. And dealings activation or reinput reception of a password, If 
an authentication system judges it as unfair dealings to the attempt of the input of the multiple times 
which are not in agreement with the registered input-statement character pattern data and the input- 
control -pressure pattern data at the time of dealings, a send alarm is carried out to a financial transaction 
terminal and a financial transaction terminal receives an alarm It is the financial transaction terminal 
which transmits a data elimination program to the IC card which is judged to be said unfair dealings and 
is used. 2 is an authentication system which carries out reception management of the data transmitted 
from the financial transaction terminal, generates pattern data, carries out collating processing based on 
the received alphabetic data, and pressure data and the data registered beforehand, attests the dealings at 
the time of a financial transaction, and answers a financial transaction terminal in an authentication 
result. 3 is data carriers, such as an IC card used in case a dealings claimant transmits and receives a 
financial transaction terminal and dealings data. 4 is a transmission line including a dedicated line and 
an open network. 

[0012] In drawing 2 , the financial transaction terminal 1 consists of a control section 1 1, the input 
section 12, a display 13, the data-processing section 14, the data accumulation section 15, a data test 
section 16, the transceiver section 17, and an IC card interface 18. Among these, the whole above- 
mentioned control device 1 1 consists of a whole control section 1 1 1, the data control section 1 12, and 
the communications control section 1 13. In drawing 3 R> 3, the authentication system financial 
institution terminal 2 consists of a control section 21, the authentication section 22, the data-processing 
section 23, the pattern data generation section 24, the authentication data accumulation section 25, the 
transceiver section 26, and an alarm 27. Among these, the above-mentioned control section 21 consists 
of the whole control section 21 1, the data control section 212, the communications control section 213, 
and the data check section 214. In drawing 4 R> 4, IC card 3 consists of a control section 3 1, the storage 
section 32, the data-processing section 33, and the transceiver section 34. Among these, a control section 
31 consists of a whole control section 3 1 1, a memory control unit 3 12, and the communications control 
section 313. Drawing 5 is a processing flow which receives the contract information on IC card data, 
measures input-statement character data and alphabetic character input-control-pressure data to a 
dealings demand to a financial transaction terminal, and is transmitted to an authentication system. 
[0013] Said financial transaction terminal 1 receives the contract information memorized to an IC card 
given in drawing 101.0 with the IC card interface 18 from a dealings claimant to a dealings demand (step 
101), and receives the password input which attests dealings by the input section 12 (step 102). At this 
time, electrical-potential-difference value data are measured from the alphabetic character input control 
pressure of a dealings person's finger part to an input keyboard and an attached piezoelectric device 
given in drawing 9 by the data test section 16 (step 103), and the input-statement character data of a 
publication and input-control-pressure data are transmitted to an authentication system at drawing 1 1 
(step 104). Drawing 6 is the processing flow carry out retrieval collating in the password and pressure 
pattern data attest a dealings person based on the dealings demand from said financial transaction 
terminal 1 and the contract information on a dealings claimant, and the contract information on the 
dealings claimant which receives the pressure data to an alphabetic character input, and is registered 
beforehand, and answer a letter in an authentication result (dealings authorization, dealings refusal, 
unfair-dealings decision) to said financial transaction terminal 1. 
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[0014] Said authentication system 2 receives the input-statement character data and pressure pattern data 
which are transmitted from the financial transaction terminal 1 in the transceiver section 26 (step 105), 
and first searches the password with which the publication is beforehand registered into drawing 12 in 
the authentication data accumulation section 25, and the table of the pressure pattern data generated in 
the pattern data generation section 24 (step 106). Next, the password, the pressure pattern data and the 
password of a dealings demand, and pressure pattern data with which this dealings person that searched 
is registered are collated with drawing 13 on the check table of a publication (step 107). At this time, the 
check (step 108) of a password and a pressure pattern check (step 109) are performed, and the pressure 
permission data range to an input keyboard is set up based on the pressure data at the time of the past 
dealings, and the range check of data is performed (step 1 10). Furthermore, to the input error of the 
dealings demand of the same dealings claimant performed repeatedly, the authentication result of 
dealings refusal is transmitted to said financial transaction terminal 1 of a dealings claimant (step 1 14). 
in addition - and whether it counted with the count count table of an error given [ the count of dealings ] 
in drawing 14 (step 1 12), and the count of an error exceeded the predetermined number of arbitration, 
and when it checked and (step 1 13) exceeds, said financial transaction terminal is answered in unfair- 
dealings decision (step 1 1 5). Drawing 7 is a processing flow which transmits the program which 
eliminates the data which an IC card memorizes, when the authentication result from said authentication 
system 2 is received, dealings activation or a dealings refusal message, and re-password input directions 
are displayed on a dealings claimant and it is judged as an unfair-dealings person. 
[0015] Said financial transaction terminal 1 receives the authentication result of a publication from an 
authentication system 2 to drawing 15 (step 1 16). Confirm whether to be dealings authorization from an 
authentication result (step 1 17), if it is dealings authorization, will perform dealings of dealings 
claimants (step 118), and if it is not dealings authorization Next, from an authentication result, if an 
unfair-dealings check (step 1 19) is performed and an authentication result is dealings refusal A dealings 
refusal message is displayed (step 120), re-password input directions are performed (step 121), and if an 
authentication result is unfair-dealings decision further, a data elimination program will be transmitted to 
media, such as an IC card, (step 122). Drawing 8 is a processing flow in the IC card which receives and 
memorizes a data elimination program from said financial transaction terminal 1, and performs data 
elimination. 

[0016] Said IC card 3 receives the data elimination program from a financial transaction terminal in the 
transceiver section 34 (step 123), and stores it temporarily in the storage section 32, and elimination of 
the contract data memorized in the storage section 32 in the data-processing section 33 and dealings data 
given in drawing 16 is performed (step 124). Moreover, a data elimination program is memorized in an 
authentication system, and it includes transmitting to a financial transaction terminal and an IC card, the 
piezoelectric device by which drawing 9 R> 9 is an example which shows the contact condition at the 
time of the alphabetic character input of the input section of said financial transaction terminal, and the 
dealings claimant of an input keyboard and an input keyboard, and 121 is installed in the part which 
contacts in case the finger part on an input keyboard is an alphabetic character input — last ** Drawing 
17 is an example which sets up the permission data range based on the upper limit and minimum which 
set up the regression line based on the pressure data of the time series of the data of past dealings in said 
authentication system 2, and were set as arbitration from the regression line. 
[0017] 

[Effect of the Invention] By according to this invention, carrying out by doubling said authentication 
approach with a password etc., when the customer who performs financial transactions, such as transfer 
of fund to a financial institution, close payment, and settlement of accounts, gives a dealings demand to 
a financial institution It is expectable to be able to prevent unfair dealings, also when a customer's 
password is acquired unjustly and it is carried out, to eliminate the contract information on the IC card 
which the third person who tries unfair dealings holds, and dealings information, and to prevent the 
unauthorized use of this information. 
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